SCAMMERS THINK IT’S BETTER TO TAKE THAN RECEIVE AT HOLIDAY TIME
Orange & Rockland Warns Customers about Uptick in Scam Attempts
PEARL RIVER, N.Y., December 22, 2017 – Scammers are turning out to be this holiday season’s Grinch
for Orange & Rockland customers. The company reports a significant increase in customers being
targeted by impostors claiming to be from Orange & Rockland and demanding immediate payment of a
bill. The scammers tell customers their power
Customers approached by someone claiming to be from
will be shut off if they do not make the
Orange & Rockland, should ask to see a company ID. Still
payment.
unsure? Call 1-877-434-4100.

Scam callers fraudulently claiming to be from
O&R often tell a customer that service is going
to be shut off due to unpaid bills unless the
customer purchases a pre-paid card or
arranges for a transfer via MoneyGram to pay
a bill.
These callers are not from O&R and O&R
does not accept payments of electric or gas
bills by pre-paid debit cards, or by
MoneyGram or similar transfers.
The scammers sometimes even tell the
customer about a store near the customer's home that sells pre-paid cards. The scammer
instructs the customer to pay cash by putting money on the card and to then provide the number
on the card to the person who called.
Once the customer provides the scammer with the card number, the scammer steals the
money.
With MoneyGram, scammers may ask a customer to provide money from a bank account, credit
card or debit card by going online or to a specified location. The money goes into someone
else’s bank account or is available for the receiver to pick up in cash.
Be alert if anyone asks you by telephone to arrange for pre-paid debit cards or a MoneyGram
transfer as payment for your bill, or to send money to an out-of-state address. Never arrange
payment or divulge account or personal information, including debit or credit card information,
over the telephone, unless you are certain you are speaking to an O&R representative.
O&R urges customers to never provide a Social Security number, credit card number or
banking information to anyone requesting it unless you initiated the contact and know
the identity of the person with whom you are speaking.
Anyone who feels they may have been a target of an impostor or a payment scam should report
it to their local police department. They may also call O&R at 1-877-434-4100.
O&R’s website, http://www.oru.com offers a variety of approved and convenient options for bill
payment.

Another way to guard against scams, is if a stranger comes to your door claiming to be an O&R
employee, insist that the worker produce an O&R identification card for your review before transacting
any business with him or her, or permitting them into your home.
All O&R employees and contractors are required to carry color photo I.D. cards during their workday. If a
person comes to your door claiming to be an O&R employee or contractor, ask to see the I.D. card.
If individuals representing themselves as O&R employees or contractors cannot produce a legitimate
photo I.D. card, terminate further contact with them, lock your door and call the police.
When O&R makes a service appointment to visit a customer’s home, O&R will provide the
customer with a unique service order number. When the utility worker arrives at a customer’s
home, the customer should ask the utility worker for his or her I.D. card and the service order
number. The customer should confirm that the service order number matches the one provided,
when the appointment was made, before admitting that worker into the home.
If the utility worker fails to provide the number for the appointment, the customer is to break off
contact, lock the door and call the police. Customers can also call a dedicated number, (845)
577-3526, to verify an employee’s identity.
For unscheduled utility work at customers’ homes, such as meter reading or emergency repairs,
customers are urged to ask to see the utility worker’s company identification card before admitting
them to the customer’s home or transacting any business with them. To verify an O&R employee’s
identity, you can call O&R Customer Service at 1-877-434-4100.
Orange and Rockland Utilities, Inc. (O&R) is a wholly owned subsidiary of Consolidated Edison, Inc., one
of the nation’s largest investor-owned energy companies. O&R is a regulated utility. It provides electric
service to approximately 300,000 customers in southeastern New York State (where its franchise name
is Orange & Rockland) and northern New Jersey (where it’s Rockland Electric Company) and natural gas
service to approximately 130,000 customers in New York.

